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WHAT YOU SHOULD KNOW ABOUT PRIVACY & CONFIDENTIALITY

I treat what you tell me with great care. My professional ethics, as well as federal and state laws, prevent me from telling anyone else what you tell me unless you give me written permission to do so—with the exceptions discussed below. These are times when I would be required to give information without your permission. You have a right to be given an accounting of these instances. We can discuss any questions you have at any time.
This notice tells you about the ways in which I may use and share information about you. Some of these circumstances will not apply to you and may sound surprising or troubling, but I am required by law to tell you about them.

Protected health information (PHI) refers to information that may identify you and that relates to your past, present, or future physical or psychological health conditions and related treatment. This includes items such as your full name, town of residence, and names of family members. Your PHI is only shared with your written permission, unless provided by law. 
1. When you or another person is in physical danger, the law requires me to tell others about it. Specifically:

a. If I believe you are threatening serious harm to another person, I am required to try to protect that person. I may have to tell the person and the police, or perhaps seek to have you hospitalized.

b. If you seriously threaten yourself, or act in a way that is very likely to harm you, I may have to seek a hospitalization for you, or call on family members or others who can help protect you. If such a situation does come up, I will fully discuss the situation with you before I do anything, unless there is a very strong reason not to.

c. In an emergency in which your life or health is in danger, and I cannot get your consent, I may give another professional some information to protect your life. I will try to get your permission first, and I will discuss this with you as soon as possible afterwards.

d. If I believe or suspect that you are abusing a child, an elderly person, or a disabled person, I am legally required to file a report with a state agency. To “abuse” means to neglect, hurt, or sexually molest another person. I do not have any legal power to investigate the situation to find out all the facts; the state agency will investigate.
In any of these situations, I would reveal only the information that is needed to protect you or the other person. I would not tell everything you have told me.

2. In general, if you become involved in a court case or proceeding, you can prevent me from testifying in court about what you have told me. This is called “privilege” and it is your choice to prevent me from testifying or to allow me to do so. However, there are some situations in which a judge or court might order me to testify or release records:

a. In child custody or adoption proceedings, in which your fitness as a parent is questioned or called into doubt.

b. In cases in which your child’s emotional or mental condition is important information affecting a court’s decision.

c. During a malpractice case or an investigation of me by the Board of Registration of Psychologists.

d. If you are seeing me for a court-ordered evaluation. In this case, we would discuss fully the limits of confidentiality ahead of time.

e. If you file a workers’ compensation claim, your records relevant to that claim will not be confidential to entities such as your employer, the insurer, and the Division of Workers’ Compensation.
3. Regarding state law. State law mandates that I disclose your PHI without your consent under certain circumstances. In addition to the circumstances mentioned in section 2 of this document, the following situations would legally require me to disclose PHI without your consent:

a. If requested to do so by public health or legal authorities charged with preventing or controlling disease, injury, or disability.

b. If requested to do so by a correctional institution, should you become incarcerated.
4. Regarding insurance and money matters:

a. If you choose to use health insurance to pay any of my fees, your insurance company will require me to disclose some information about your case. The insurance company or other third-party payer will be given information about the type of testing, cost, and dates. This process includes giving you a psychiatric diagnosis.

b. Some insurance companies ask for detailed clinical information about your evaluation, as part of their initial authorization process. If your insurance company falls into this category, in order to request the company’s authorization to proceed with testing, I will be required to share clinical information about you—such as issues you are having that are leading you to seek testing—with a clinician employed by the insurance company,.

c. If your account with me is unpaid, I can use legal means to collect it. The only information I would give the court, a collection agency, or a lawyer would be your name and address, the dates we met for professional services, and the amount due to me.
5. Regarding electronic communication and health records:

a. “Health care operations” refers to activities that relate to running my practice. Your healthcare information, stripped of all identifying information, is sometimes used to assess and improve quality of care or reallocate resources. The data from your case, again stripped of all identifying information, may be combined with information from other healthcare organizations to see how I am doing and identify where I can make improvements in the care and services I offer, in comparison to other healthcare providers.

b. I may share information electronically with business associates who provide services necessary to run my practice, such as billing, electronic fax services, electronic record keeping, practice management, collection agencies, or legal and accounting services. I contractually bind these third parties to protect your information, as I would.

c. If you choose to email me, please be aware that regular email is not a secure form of communication. Therefore, you should not send any clinical or sensitive information in a regular email to me. Once we are working together, any email I send you will be sent through a HIPAA-compliant, secure, encrypted message portal. You should respond to me through this portal as well, so that your emails to me are also protected. Be aware that any emails we exchange, regular or protected, become part of your health record. Therefore, if you have any concerns about these issues, you should not use email of any kind to communicate with me and you need to inform me of this preference.
6. A few other things you must know about confidentiality:

a. I may sometimes consult with another professional about your case (peer supervision). In such situations all identifying information is stripped from your case. This other person is also required by professional ethics to keep the information confidential.

b. I am required to keep records of your evaluation, such as the notes I take when we meet. I may file in your medical record any e-mail communications I receive from you or send to you. Please be aware that while I safeguard your medical records through encryption and password protection, e-mail itself is not a secure form of communication.
c. If you want me to send information about your evaluation to anyone else, you must sign a “release-of-records” form. You may revoke your release in writing at any time. However, I am not able to take back any disclosures that have already occurred and that I have acted upon in reliance on your prior permission, or if your permission was obtained so that services provided would be covered by insurance.
d. I reserve the right to change the terms of this notice and to make the new notice provisions effective for all PHI that I maintain.
7. Complaints

a. If you are dissatisfied with your care or any aspect of service, you are encouraged to discuss the problem with me directly. You can also contact the Massachusetts Board of Registration for psychologists and/or send a written complaint to the Secretary of the U.S. Department of Health and Human Services.

b. I will not retaliate against you for exercising your right to file a complaint.
c. You have the right to request an amendment of your PHI for as long as the PHI is maintained in the record. The amendment might take the form of an addendum to the record. I may deny your request.
The signatures here show that we each have read, discussed, understood, and agreed to abide by the points presented above.
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